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Purpose  
The Public Transportation (PT), Over-the-Road Bus (OTRB), and Surface Transportation (ST) Information 
Sharing and Analysis Centers (ISACs) are providing this Situational Awareness Bulletin (SAB) for your 
general security awareness.  

Utilization of any standards or guidance discussed herein is strictly voluntary. The practices 
implemented by rail, transit, and OTRB systems may be more or less restrictive than any recommended 
practices or guidance in this document. Federal or state regulations sometimes govern portions of public 
transit systems’ operations. In those cases, government regulations should take precedence over the 
information or guidance provided herein. Organizations should consult their policies and guidance 
before acting based on the information presented in these documents.  

This document supplements guidance and analysis already provided in daily reports produced by the ST, 
PT, and OTRB ISACs. Of note, the last page of this report lists references for additional information.  

FAIR USE: The ST, PT, and OTRB ISACs are providing this report to ISAC members and partners. 
Recipients may share this report with members of their organization who may benefit from the 
information; however, public dissemination is not authorized without prior author approval.  

To contact ST analysts, please call 866-784-7221 or email st-isac@surfacetransportationisac.org. 

To contact PT and OTRB analysts, please call 877-847-5510 or email mcanalyst@motorcoachisac.org.  
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Overview 
DragonForce (DF) Ransomware first emerged in December of 2023. In less than a year, the group has 
claimed attacks on dozens of organizations within the healthcare, education, information technology 
(IT), communications, and transportation sectors. Most of their known victims are from the United 
States and the United Kingdom. In part to the ransomware’s novelty, little is known about the group's 
origins, members, and possible motives. DF shares a name with the hacktivist group DragonForce 
Malaysia; however, both groups deny involvement with each other (See Appendix A). DF Malaysia claims 
its victims on Telegram, whereas DF Ransomware claims its victims via the Onion leak site DragonLeaks.  

 

Figure 1 

DragonLeaks homepage (Cyble, 2024). 

DF Malaysia maintains that its goal is to “oppose oppression” and targets victims based on its pro-
Palestinian ideology. According to the group, they do not engage in extortion for personal gain, which is 
believed to be the motive for DF ransomware (See Appendix B). However, many cyber experts believe 
the two groups are linked. WatchGuard's recently published threat profile on DF Ransomware noted 
that “In 2023… DragonForce Malaysia claimed they were in the process of creating a ransomware 
operation… Let's not forget that one of the primary goals of ransomware groups is to avoid attribution, 
and they are prolific liars.” Despite the allegations, until confirmed, the ST, PT, and OTRB ISACs consider 
them separate entities. Furthermore, this paper will only report on the research, tactics, and victims that 
are solely associated with DragonLeaks.  
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MITRE ATT&CK Alignment 
The methodology and tactics of DF ransomware actors align closely with the MITRE ATT&CK framework. 
The group most commonly gains initial access through phishing attacks, particularly spearphishing with 
malicious attachments (T1566.001) such as Word documents, Excel files, or ZIP archives containing 
JavaScript files, to trick users into executing malware. The group is also known to gain access by 
exploiting vulnerabilities in Remote Desktop Protocols (RDP) and Virtual Private Network (VPN) solutions 
(T1133) (SOCRadar, 2024). Once inside a victim's network, DF employs User Execution (T1204.002) by 
tricking users into opening malicious files. The ransomware then impairs defenses by disabling or 
modifying security tools (T1562.001), specifically targeting Windows Defender. The malware is 
programmed to delete itself after execution (T1070.004) to erase remnants of the group's activity on the 
network. 

The group utilizes File and Directory Discovery (T1083) to enumerate folders for file encryption and 
deletion. The primary impact technique is Data Encrypted for Impact (T1486), as the ransomware 
encrypts victim data for extortion purposes. DF employs a double extortion strategy, exfiltrating 
sensitive data before encrypting files on the victim's system, indicating using Data from Local System 
(T1005) or Automated Collection (T1119) techniques. This tactic pressures victims to pay the ransom, as 
the group threatens to leak the stolen data if their demands are unmet. To facilitate this strategy, 
DragonForce operates dedicated leak sites on the dark web, where they publish information about their 
victims and samples of stolen data. 

Two such Onion Router (Tor) addresses have been identified:  

1. Z3wqggtxft7id3ibr7srivv5gjof5fwg76slewnzwwakjuf3nlhukdid.onion 
2. 3pktcrcbmssvrnwe5skburdwe2h3v6ibdnn5kbjqihsg6eu6s6b7ryqd.onion.  
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Figure 2 

A ransom note from DragonForce (Cyble, 2024). 

Malware and Variants Employed 
DF utilizes a sophisticated combination of tools and malware in its attacks. The primary malware used by 
the group is their custom ransomware payload, which is based on the LockBit Black (LockBit 3.0) strain. 
This ransomware is generated using a leaked builder from the LockBit ransomware group, allowing for 
extensive customization of payload features. These customizable options include encryption mode, 
filename encryption, and the ability to exclude specific files or folders from encryption, providing the 
threat actors with significant flexibility in their attacks. 

The ransomware encrypts files on the victim's system, appending the extension ".AoVOpni2N" to 
encrypted files. The malware terminates specific processes and services to optimize its encryption 
process and evade detection. This includes stopping antivirus services like Sophos and terminating 
applications that might lock files, such as database services, email clients, and office software. The list of 
terminated processes is extensive, including oracle, tbirdconfig, powerpnt, ocssd, mydesktopqos, steam, 
dbsnmp, ocomm, thebat, synctime, dbeng50, thunderbird, and many others. After encryption, the 
malware drops a ransom note named "AoVOpni2N.README.txt" (see Figure 2) in each directory it 
encrypts. This note typically contains instructions for contacting the attackers and making ransom 
payments, often directing victims to a Tor-based website for further communication.  

Indicators of Compromise 
Indicators of Compromise (IOCs) are pieces of forensic data that help identify potentially malicious 
activity on a network or system. For DF, these indicators include file signatures(hashes) that act like 
digital fingerprints for the malware’s code. Each hash type (MD5, SHA1, SHA256) represents a different 
algorithm used to create these fingerprints, with SHA256 being the most robust and detailed. The IOCs 
most commonly attributed to the threat actor can be seen in the figures below. 
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Figure 3 

IOCs associated with DragonForce Ransomware (Hive Pro, 2024). 

 

Figure 4 

Antivirus detection names associated with DragonForce Ransomware (BroadCom, 2024). 

In addition to file hashes, IOCs for DragonForce include specific detection names used by antivirus 
software. For example, Symantec's security products identify this threat using various detection names 
across different categories. These include adaptive-based detections like "ACM.Ps-RgPst!g1" and 
"ACM.Untrst-RLsass!g1", which adapt to new threats based on observed patterns in real-time. Behavior-
based detections such as "SONAR.Ransom!gen82" and "SONAR.UACBypass!gen30" flag suspicious 
system activities, including attempts to encrypt files or bypass User Account Control. File-based 
detections like "Ransom.Lockbit!g6" and "Trojan.Gen.MBT" identify known malware files associated 
with DragonForce and its LockBit-based components. Machine learning-based detections (e.g., 
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"Heur.AdvML.B!100" and "Heur.AdvML.A!300") use AI algorithms to recognize potential threats based 
on learned patterns from vast malware datasets. Network-based indicators, such as "System Infected: 
Bad Reputation Application Network Activity," detect suspicious network communications. Web-based 
detections cover observed domains and IPs associated with DragonForce operations. 

Threat to Transportation 
DF has targeted a significant number of organizations within the transportation sector. Most notably, 
the ransomware group claimed Oahu Transit Serv-ices (OTS) as a victim in late June 2024. OTS is a 
contractor that manages the Honolulu, Hawaii, bus and paratransit system. OTS is the primary bus 
service on the island of Oahu, managing over 100 routes that connect customers to significant 
destinations such as Honolulu, Waikiki, Kapolei, and Pearl Harbor (Halycon, 2024). The initial access 
point has not yet been officially confirmed by OTS or the Federal Bureau of Investigation (FBI), which 
was investigating the cyber breach. The attack impacted the organization’s phone systems and left its 
websites offline for four days. Additionally, DF listed OTS on its leak site, claiming to have stolen 800,000 
records containing customers' sensitive personal information. The attack did not impact bus routes and 
the ability of OTS to dispatch buses on time; however, the attack did affect customer-facing systems.  

Since December 2023, DF has claimed over a dozen transportation organizations on its leak site, many of 
which provide logistics services. DF is likely targeting the transportation sector, especially logistics, to 
increase the chance of payment, as a ransomware attack could shut down critical operation systems. 
Moreover, cybersecurity experts have seen a sharp increase in cyberattacks in the sector since 2017 
(Truck News, 2023). 

Another claimed victim of DF is Seafrigo, an international freight and logistics company specializing in 
food transportation. The threat actor added them to their leak site on 12 June 2024 and claimed to have 
exfiltrated 43.01 GB of data. The ransom deadline was set for the same day. A company representative 
has not officially confirmed the attack on Seafrigo, nor can the ST, PT, and OTRB ISAC confirm DF leaking 
the allegedly stolen information. However, another similar DF victim, confirmed through various news 
outlets, is Ward Trucking & Logistics. The company was attacked on 3 March 2024, and 574.14 GB of 
data was stolen. The attack severely impacted multiple layers of Ward's network, forcing the company 
to run “limited operations to handle freight already in their system.” Ward Trucking & Logistics fully 
resolved the breach. However, DF’s activity highlights cybercriminal groups continued targeting of the 
sector. 

Mitigations/Recommendations 

DragonForce Ransomware is a sophisticated threat actor designed to extract the highest ransom 
possible from its victim. At-risk sectors should follow the preventative measures below: 
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 Implement filters at the email gateway to filter out emails with known malicious indicators, such 
as known malicious subject lines, and block suspicious IP addresses at the firewall. 

 Secure accounts by separating user and privileged accounts, enforcing the principle of least 
privilege, auditing all user, admin, and service accounts, and implementing multi-factor 
authentication (MFA) to mitigate the risk of compromised valid accounts. 

 Conduct regular backup practices and keep those backups offline or in a separate network.  
 Update all software regularly. 
 Secure credentials by requiring passwords for all password-protected assets to be at least 15 

characters, disabling the storage of clear text passwords in LSASS (Local Security Authority 
Subsystem Service) memory, and ensuring that edge devices (an endpoint on a network) do not 
contain accounts that could provide domain admin access.  

 Secure remote access services by limiting remote desktop services. If RDP is necessary, apply 
best practices, including auditing the network for systems using RDP, closing unused RDP ports, 
and logging RDP login attempts. 

 Implement cyber safety training to inform staff about the risks and methods used by threat 
actors to launch attacks and steal data. 
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Appendix A 
The below image is a screenshot taken from DragonForce Malaysia’s Telegram channel, dragonforceio. 
The hacktivist group posted images from an article that claimed DragonForce Malaysia and DragonForce 
Ransomware are the same entity.  
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Appendix B 
The below images were taken from DragonForce Malaysia’s Telegram channel. It is the threat actors 
formal “motives and modus operandi.” The document is available on the group’s website, 
https://dragonforce.io, and Telegram channel. It appears to have been published as a “media release” 
regarding many articles conflating their tactics, techniques, and procedures with DragonForce 
Ransomware’s.   
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